
Actuate Secure
Modern VPN Connectivity
Without the Complexity

Actuate Secure gives customers a modern, encrypted way to connect 
cameras and systems to Actuate, without exposing devices to the public 
internet or managing complex VPN infrastructure.

Built on WireGuard or Tailscale, Actuate Secure delivers enterprise-grade 
security with less overhead, lower cost, and faster deployment than traditional 
site-to-site VPNs. It complements Actuate’s existing networking options, 
ensuring every customer can choose the right balance of simplicity, security, 
and control.

Secure Connectivity for Every Deployment
Actuate supports multiple secure connection methods to fit a wide range of 
network environments and security requirements.

• Multiple secure connectivity 
options for any environment

• Whitelisting as the default, 
fastest-to-deploy option

• Modern VPN connectivity with 
WireGuard or Tailscale

• No public exposure of 
cameras or VMS systems

• Lower overhead and cost 
than legacy hosted VPNs

• Designed to scale across 
sites and deployments

• Intruder Detection
• Loitering Detection
• Gun Detection
• Crowd Detection
• Line Crossing Detection
• Fire and Smoke Detection

Whitelisting (Default Recommendation)
Best for: Most customers
Simple port forwarding combined with IP filtering that allows traffic only 
from Actuate’s known IP addresses. Fast to deploy and requires no 
software installation.

Actuate Secure (WireGuard VPN)
Best for: Enhanced security or no public IP 
A lightweight, encrypted VPN tunnel that keeps devices private and 
eliminates inbound exposure — without the cost and complexity of 
traditional hosted VPNs.

Site-to-Site VPN (AWS IPsec)
Best for: Enterprise environments 
Infrastructure-level VPN for organizations with existing enterprise firewalls 
and compliance requirements.

One-Way Push (SMTP)
Best for: Air-gapped networks 
Outbound-only alert delivery for highly restricted environments where 
inbound access is prohibited.
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